
Securing My Home Network with OPNsense
Objective
To enhance the security, visibility, and control of the home network by 
deploying an open-source firewall solution.

Hardware and Virtualization Setup
• Hardware Specs: Intel Core i3-2120 @ 3.30GHz, 8 GB RAM

• Host OS: Proxmox VE

• Guest VM: OPNsense Firewall

Network Architecture
• Router: Set to Bridge Mode to disable NAT and pass traffic directly to 
OPNsense.

• OPNsense VM: Serves as the main firewall and gateway.

• LAN Devices: Connected via a switch and Wi-Fi access point, behind the 
OPNsense VM.

Implemented Features and Benefits
• Traffic Routing and Monitoring: Full visibility into all internet traffic.

• Malware Protection: Uses Suricata IDS/IPS for real-time packet inspection.

• Content Filtering: With Sensei plugin, blocks malicious domains, ads, and 
tracking scripts.

• Per-Device Usage Monitoring: Bandwidth tracking, website visits, and 
connection attempts.

• DNS Query Forwarding: Enforces use of family-safe DNS servers (e.g., 
OpenDNS: 208.67.220.123).

• Network-wide IDS with Suricata: Applies rules to all devices.

Custom Blocking Rules (Suricata)

drop dns $HOME_NET any -> any any (msg:"Block vpn-super-
8e2b5.firebaseio.com"; content:"vpn-super-8e2b5.firebaseio.com"; nocase; 
sid:1000003;)



drop dns $HOME_NET any -> any any (msg:"Block 
account.getsuperulimited.com"; content:"account.getsuperulimited.com"; 
nocase; sid:1000004;)

Zenarmor (Sensei) Integration
• Real-time detection of threats

• Dashboard showing blocked threats, top hosts, apps, and traffic sessions

• Optional cloud reporting with Zenconsole

Conclusion
Deploying OPNsense on a Proxmox VM enables enterprise-grade network 
management at minimal cost. The configuration offers robust control, 
visibility, and filtering across all devices, enhancing overall home network 
security and performance.












